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The online world can be wonderful to connect us with
other people. Here are tips to ensure that your online
interactions remain enjoyable and safe.
In this guide, you will find information that will help you
keep your privacy and safety online. We also created a list
of other resources that you can access in case your needs
go beyond what is presented here.

* These resources were compiled from
various national and international
branches of governments and charity
and not-for-profit organizations, such
as the Government of Canada,
Government of Ontario, Toronto Police
Service, Peel Regional Police,
Canadian Centre for Child Protection,
BC Society of Transition Houses, the
Cyber Helpline, Women Against
Abuse, and Australian e-Safety
Commissioner.

01. General Tips
• Password protect your devices;
• Use passwords that are hard to guess
(e.g do not use your pet’s name);

• Don’t click on links or attachments in
emails. They might contain viruses;

• Enable two-factor authentication on all
sites and devices where it is offered;

• When setting up an email, do not use any • Install and use antivirus on your devices;
identifying information such as your name; • Review privacy settings prior to use a
• Delete your browsing history often, or
delete from your browsing history the
• If you share your devices with other
website or social media, or download a
websites that you do not want other people people, use a safer device to research
new program or app;
to know that you visit them;
sensitive topics. Libraries and internet
• If someone you know sends you a
cafes
can
be
good
options;
• Do not save login and password to be
message asking for your credit card or
used automatically when you access your
• Perform routine Internet searches of your bank information, or for you to transfer
email, social media, and financial
name. If you find something you don’t like, money to an account, call them so you can
institutions;
contact the website administrator to have
assure that their phone was not cloned;
• Check your Privacy and Security settings that content removed;
• Logout from your email, social media,
often. They might have changed with
website updates;

• Turn off the GPS tracking and locators on and financial accounts when they are not
apps and your mobile device because they being used.
reveal your location in real time;

People online are not always who or what
they appear to be, even if they have a great
online profile with many pictures and friends.

02. Social Media
• Consider using a generic profile name and profile
picture that does not identify you at all;
• Avoid using your full name or an easily identifiable
nickname;
• Consider leaving your profile description blank;
• Use “Private” profiles (profiles that only your friends
can see). They allow you to control who can see your
content, comment on your posts, and find you through
search engines;
• Enable “Privacy Settings” so you can control what is
published on your timeline, such as tagged photos;
• Be aware of geo-filters and tags, they can be seen by
anyone who searches that location or who can see
your profile;
• Think twice before sending or posting comments you
do not would want your family, co-workers or other
friends to see;
• Avoid apps that request access to your social media
accounts such as games and quizzes;
• Be mindful that your photos and videos’ background
might contain identifying information about you and
about others;
• If you use social media for your business,
employment, or school, consider having one public and
one private social media account.

03. Online dating
• Before you download dating apps, review privacy policies.
Also, research which information is shared with other users,
such as your location or photos from your social media profiles;
• When creating profiles, choose a username that does not
include identifying information such as your name or age;
• Never use your real birthday on dating apps. A lot of
information can be gathered with someone’s real name and date
of birth, including information that can be used for identity theft;
• Avoid including too much detail to your profile, such as
schools that you went to or places you worked at. You could be
easily identified and located with three or four real information
such as your name, birthday, and place of employment;
• Consider creating an email for the dating apps and using
profile pictures that are not in your other profiles. This way, it will
be easier to keep the dating app from the other parts of your life;
• Take your time deciding if you want to share personal
information, including photos. Once the information is shared, it
cannot be taken back;
• Be suspicious of individuals that push you to immediately send
photos, meet in person, or share personal information;
• Think twice before sending or posting comments you do not
would want your family, co-workers or other friends to see;
• Trust your instincts. If you are feeling uncomfortable, stop
interacting with that person and blocking them if necessary;
• Always choose a public place for your first meeting with
someone you met online. Share information about the place and
time of the meeting with someone you trust and ask them to
check up on you during and after the date.

If you are being:

If technology is being used to
abuse, stalk, threaten or defame
you, there are laws to protect you.

04. Harassed

05. Monitored

• If you are being harassed on social media, block that
person’s profile. They will no longer be able to see your
posts, tag you in photos, comment on your posts, or
sending you messages;

• There are various ways of monitoring someone online. These ways
usually involve installing a spyware (a computer program) in a computer
or phone. A spyware allows a person to remotely monitor someone
else’s online activity such as interactions over emails, social media,
webchats, and message exchange apps (such as WhatsApp or
Messenger);

• You can also block other forms of communication from
that person, such as text messages, emails, and What’s
App messages;
• If you received unwanted comments on your social
media profile, print screen what you received so you can
have a record of it, block that person’s profile, and delete
the unwanted communication from your social media;
• Contact the social networking sites and apps to report
inappropriate, offensive, and abusive behavior;
• If you are feeling unsafe, do not hesitate to contact the
police;
• Sharing intimate images of another person without their
consent, also known as revenge porn, is a crime in
Canada. If this is happening, contact the police;
• Gather and document as much evidence of the abuse
as you can;
• If you were harassed by email, print it so you can see
the full email header. The police can use this information
to try to find the sender.

• Being monitored online can take various forms. Someone can have
access to the GPS on your phone and monitor your location. They can
use programs to see your text messages, call history, contact
information, photos, even if you delete them from your phone or
computer. There are also programs that allow spies to record
passwords and financial transactions and information. If you suspect
that your devices might be compromised, seek technology support;
• Be mindful that some actions performed by a spying person are not
just abusive behavior, they can also be illegal. If you suspect that you
are being monitored, consider talking to a lawyer;
• Do not abruptly change your behavior online or the person monitoring
you might get suspicious and . Keep using websites, social media, and
email as normally as possible, but avoiding sensitive information, like
domestic violence websites or communication with lawyers;
• Use a safer place to research sensitive topics. Libraries and internet
cafes can be good options;
• Set up a separate email account for information that you would like to
keep private. Use this email only on devices that you believe are not
being monitored.

06. Leaving an
abusive situation
• Be sure to have a record of all digital information that
you might need, such as financial, employment, health
or benefit records, as well as any digital information
related to your children;
• Be mindful that some electronic toys (such as
videogames) or children’s devices that use Wifi or
Bluetooth have tracking systems embedded in them. If
your children are taking the toy with them, remember
to disable any tracking settings. Explain to your
children (in a language that they will understand) why
they have to keep the settings that way for a while;
• If your children have an online presence, including in
virtual games, be sure that all location settings are
disabled;
• Speak clearly and openly with your children about the
implications of online communication with the abuser;
• If you have time and it is safe to do it, delete any
digital information that can be used against you, such
as chats, photos and videos;
• Request that your school, employer, or place of
residence do not post information about you online.
Things like your name or photos associated with a
commercial address can easily be used to locate you
or your children.

07. Fraud
• Keep your security software, web browser, and operating system
up to date and turn on automatic updates. They are the best
defenses against viruses, malware, and other online threats;
• Watch out for phishing scams, which are emails and websites that
ask you to unnecessarily disclose private account or login
information; Do not click on links or open any attachments or popup screens from sources you are not familiar with; If it comes from
someone you know, before you open it, always look for indications
that the link is not harmful;
• Be mindful that hackers can use social media profiles to figure out
passwords and answer security questions in password reset tools.
Lock down your privacy settings and avoid posting things like
birthdays, addresses, mother’s maiden name, etc;
• Before shopping online, check to see if a locked padlock symbol
appears on the page and verify that the web address begins with
https. This is an indication that the website uses secure technology;
• Avoid clicking on links in emails that tell you about a problem or a
prize. Instead, contact the company, the bank, or government
branch they allegedly represent and check if the problem or prize
really exists;
• It is unusual for banks to ask for personal information such as
social security or tax ID numbers, account numbers, login or
password over emails or text messages. Never share this kind of
information unless you are sure you are using the bank’s secure
online banking platform;
• Never answer requests online that pressure you to act
immediately (e.g. transferring money, using a gift card). Scammers
want you to act before you have time to think. If you are unsure
about what to do, talk to someone you trust.

08. Human trafficking
• Be aware that predators on the internet do not always hide behind fake
profiles. Many traffickers use their own social media profiles to recruit
victims, hiding their criminal activities in plain site;
• Sex trafficking usually begins with “grooming”, a moment when the
trafficker tries to build a relationship with their potential victim. Be cautious if
a stranger is persistently making flattering comments about you and/or
promising gifts or advancements in life (such as a model or actress career);
• “Recruiting” is when the suspect insists on meeting the potential victim
face-to-face, even offering to pay for travel tickets. Take your time deciding
if you should meet someone in person or not and consider talking to a
trusted person before you do it;
• Be suspicious if someone insists that they are the only one who truly
cares about you. This tactic is very used by traffickers so they can separate
the potential victim from her support system;
• Be mindful that posts such as “How do I look?” or “Nobody gets me” might
lead traffickers to perceiving you as a possible victim. Perceived lack of
self-confidence can be used to screen potential targets;
• Technology can expose our vulnerabilities very easily (e.g. fear of coming
out as LGBTQ+, marital unhappiness, citizenship status). Traffickers use
these vulnerabilities to gain trust and form bonds, eventually coercing the
victim into slaved labor or sexual services. Always be mindful of what you
share online;
• Traffickers prefer preying on women and girls, LGBTQ2+ individuals,
marginalized youth, people experiencing bullying, isolation, poverty,
substance use, mental health issues, and people with physical and/or
developmental disabilities. If you or someone you know fit this
demographic, do not hesitate to contact the policy if you believe you are
being groomed or recruited online.

09. Additional
Resources
Canadian websites:
- getcybersafe.gc.ca
- ontario.ca/page/domestic-violence
- victimservicestoronto.com/resources/
- peelpolice.ca
- cybertip.ca
- protectchildren.ca
- ontario.ca/HumanTrafficking
- bcsth.ca/technology-safety-project-resources/
International websites:
- safety.gov.au/women
- iheartmob.org/resources/tech
- techsafety.org
- nnedv.org
- womenagainstabuse.org
- thecyberhelpline.com/cyberstalking-action-plan

